
Banner Prints Social Security Numbers 
 
The Monday edition of the Arizona Republic contained a story with potential interest to 
our readers. On the most recent address labels of Banner Health's magazine, Smart & 
Healthy, the addressee's Social Security or Medicare identification numbers, which are 
often identical to their Social Security numbers (1). The magazine was mailed to more 
than 50,000 recipients in Arizona late last week. 
 
The recipients are members of the Medicare Pioneer Accountable Care Organization, a 
government health-care plan that Banner serves. Banner generated its mailing list from 
information it received from the U.S. Centers for Medicare & Medicaid Services, which 
is an agency within the U.S. Department of Health & Human Services (HHS) 
responsible for administration of several federal health-care programs.  
 
Although medical information has been protected by the Health Insurance Portability 
and Accountability Act (HIPAA) since 1996, penalties were recently increased. Civil 
monetary penalties were increased from a maximum of $100 to $50,000 per violation 
and the maximum aggregate increased from $25,000 for each violation to $1,500,000 
per year. If multiple violations occur the penalties could exceed $1,500,000. Reflecting 
the increase in penalties, HHS fined BlueCross Blue Shield (BC&BS) of Tennessee 
$1.5 million in a case involving a breach that affected more than 1 million individuals (2). 
Locally, HHS fined a Phoenix cardiac surgery group $100,000 for posting patients' 
appointment information on an internet calendar that was available to the public (2).  
 
Officials at HHS and Social Security Administration are looking into the matter (1). The 
$100,000 fine of the physician group in Arizona is likely a fairly sizable portion of their 
revenue. In contrast, the $1.5 million penalty paid by Tennessee BC&BS is less than 
0.03% of their $5.6 billion revenue (3). Banner had total revenues of $4.9 billion and 
assets of $7.6 billion in 2012.  
 
Richard A. Robbins, MD 
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